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(54) DATA TAMPERING PREVENTION APPARATUS AND PROGRAM THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a data tampering 
prevention apparatus capable of making the tampering of 
contents or metadata difficult and to provide a program 
therefor. 

SOLUTION: The data tampering prevention apparatus is 
provided with: a coupling means 201 for coupling 
received contents and metadata to each other to 
produce coupled data; a random number generating 
means 203 for using a private key to generate a random 
number; an interleave means 202 for modifying a data 
arrangement in the couple data to produce 
rearrangement data; a hash value calculation means 205 
for calculating a hash value in response to data of a 
prescribed part of the rearranged data; and a packetizing 
means 204 for converting the data of the prescribed part 
of the rearranged data in response to the hash value to 
produce packetized contents, and the interleave means 
202 is configured to decide a data stream being an 
object of revising the data arrangement on the basis of 
the random number. 
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